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GPS Receiver Basics

24 satellites in 1/2 geo-synchronous orbits
(20,000 km)

Four satellite observations give position
and time

C/A code “coarse acquisition” available to all
* Short 1 msec code, 1 MHz bandwidth
* Single frequency, L1
* Provides handover to P(Y) code

P(Y) code “precise” - authorized users only

* Two frequencies L1/L2 (new frequency schemes under
investigation)

» Acquisition through C/A code handover, or direct
e 7 day long code, 10 MHz bandwidth
* Requires accurate time and frequency information
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GPS Receiver Basics (cont.)

Spread spectrum - spreads satellite vehicle (SV)
signal
* (-163 dBw) = 0.00000000000000005 watt (106

* Receiver correlates incoming signals with internal replica
codes in frequency and time

Line-of-sight system
* Affected by terrain and overhead clutter
* |nterference needs to be line-of-sight to be effective

Typical P(Y) code receiver provides up to 26 dB of
anti-jam protection during acquisition and 54 dB of
anti-jam protection in tracking mode
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Jamming Example

-163 + 26
-163 + 53

-137 dBw
-110 dBw

J/S = 26 dB acquisition J
J/S = 53 dB tracking
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Receiver in tracking mode in presence of 1,000 watt (30 dBw) jammer

Distance Jammer Jammer Power Requnred vAnti-j‘ém |
attenuation at distance ~ (ammer-J)
at distance (30 dBw - attenuation)| track  acquire

100 miles(160 km) 140 dB -110 dBw 0 dB

40 miles(65 km) 132 dB -102 dBw 8 dB

10 miles(16 km) 120 dB -90 dBw 20dB

1 mile(1.6 km) 100 dB -70 dBw 40 dB
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Corrective Action

Navigation Warfare - “Navwar”

“ ... the ability of the US and allied forces to maximize the
inherent operational capability of GPS within the Area of
Responsibility (AOR) while simultaneously negating the
hostile use of satellite navigation against said forces and
ensuring minimal impact on authorized civil users outside

the AOR.”
$14 billion spent since 1973

Improved electronic counter countermeasures
(ECCM) for receivers alone may cost several billion

dollars
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System Improvements

Space Segment - changes to satellites

(implementation FY02 & beyond)

* |Increase output power

* New signal control
« New military/ civilian frequencies (L, /L.)
» Reuse current frequencies (L1/L2)

* Improved clocks; less drift

* Improved ephemeris

* Improve satellite reliability and autonomy

Navigation Control Segment

« Improved forecast prediction models for position and
navigation

e |ncrease monitoring/communication sites
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User Equipment Improvements

Adaptive temporal filters

e Counters narrow band jammers

« Jamming signal predictable over time
Spatial filtering

* Counters wideband jammers

* Multiple antennas to produce null in jammer direction
 Controlled Radiation Pattern Antenna (CERPA)

* Inherent null on artillery shell (when pointed at jammer)

GRAM/SAASM (GPS Receiver Application Module / Selective
Availability Anti-Spoof Module)

* Ensure security, interoperability, and interchangeability

» Digital adaptive processing leading to software based
systems
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User Equipment Improvements

Inertial aiding
» Used during time of poor or absent GPS signals
 Requires calibration from receiver

Direct P(Y) code acquisition
e Can use encrypted L2 only
* Provides improvements against jamming and spoofing
* Requires knowledge of ephemerides and accurate time
* Improved oscillators/clocks, more correlators

Other improvements
 All-in-view processing (over-determined solution)
 Carrier phase tracking (improves accuracy)

e Signal augmentation
 Differential GPS
» Pseudolites
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Conclusions

Small, low power jammers are inexpensive and easy
to fabricate from commercially available parts

Proliferation of small wideband jammers is the most
concern for the U.S. Military |

Navwar efforts are ongoing to improve the
space/satellite segment and user equipment

Force jammers to be large and expensive by
continuing Navwar efforts and improving anti-
jamming capabilities

Large, high power and airborne jammers will be high
priority targets
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